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ABSTRACT

The purpose of this publication is to provide a review
of social media usage by neurointerventionalists. Using
published literature and available local, regional, and
national guidelines or laws, we reviewed data on social
media usage as it pertains to neurointerventional
surgery. Recommendations are provided based on the
quality of information and conformity of medico-legal
precedent and law. Social media is a growing entity

as it is used both promotionally and educationally.
Neurointerventionalists may post de-identified
radiographic images with discussions, but should

be conscientious and adhere to applicable laws and
regulations, strict ethical codes, and institutional policies.

INTRODUCTION

Social media are web-based platforms through
which individual or institutional, public or semi-
public, or anonymous profiles may electronically
communicate and exchange information.' Facebook
is the most widely used (69%) social media plat-
form by US adults (>18 years old) as of 2019, but
several other widely used social media applications
exist, including Instagram, Pinterest, LinkedlIn,
Snapchat, Twitter, WhatsApp, Reddit, and Tumblr.
Social media has become ubiquitous in everyday
life, and its role in medicine is expanding. There are
numerous opportunities that social media affords to
our personal and professional lives including devel-
oping and maintaining immediate connections with
not only friends and family, but also with patients,
co-workers, and professional colleagues. Social
media can also be used as an advertising platform
for physician practices and institutions. Other posi-
tive social media applications in medicine include
the promotion of public health, education of
patients and trainees, tools for research collabora-
tions, professional networking, and practice devel-
opment. Social media presence is associated with
higher academic impact metrics for both neurosur-
gical departments and journals.’

There is a growing use of social media in the
neurointerventional community for educational
and research efforts. This includes expert physician
guidance in an online discussion about acute stroke
intervention for patients and their families,* similar
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to educational content posting by our colleagues or
trainees in other medical fields.’ ® In addition, some
have utilized social media as research-specific plat-
forms designed to connect and coordinate academic
physician research.”®

The potential benefits of social media utilization
by physicians must be balanced with the potential
risks and ethical concerns. Most notably, these
concerns include the loss of privacy and viola-
tions of government rules or institutional policy.
Additional risks include the inadvertent spread of
non-peer-reviewed information, a presumption of
individual expert opinion as a standard of care,
exposure of unprofessional or potentially unprofes-
sional personal activities, and, for all of the above
reasons, diminishing public trust in our specialty.
This manuscript aims to guide neurointervention-
alists to mitigate these potential risks and employ
the power of social media for the benefit of our
providers and patients.

METHODS

Authors performed a review of published medical
literature on social media utilization in medicine
and reviewed academic medical institutional poli-
cies governing social media posts across a variety of
geographical and demographic settings in the USA.
The authors reviewed and identified important
social media topics of interest to the readership.
These included: best physician practices regarding
social media usage; Health Insurance Portability
and Accountability Act (HIPAA) considerations;
issues relating to universities, institutions and
hospitals; patient consent for social media posts;
medico-legal issues of social media and ‘expert
opinion’; and ethics of social media in marketing.
Published literature queries were then performed
using Pubmed and public domain search engines
by committee members assigned each topic, and
recommendations were drafted based on search
results. The subcommittee then compiled, reviewed
and edited content for consistency. To supplement
the literature review, risk management professionals
and medical ethics experts at many of the authors’
institutions were also consulted. Recommendations
for the ethical usage of social media were provided
based on available evidence, when present, or
based on agreement among authors regarding best
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Standards

Box 1 Categories of identifiable information under the

practice based on ethical considerations when limited evidence
was available.

SPECIFIC CONCERNS/GOOD PRACTICE
Arguably, the riskiest element of social media usage is the perma-
nence of the content that is uploaded. Once photographs, videos,
or text posts are submitted online, they are irrevocable.”! The
posting body (physicians or institutions) has no control to amend
previously posted content. The information can be disseminated
at will to infinitely large and possibly unintended audiences.'* '
Even if the content has been de-identified, it could potentially be
traced back to specific patients if the content contains sufficiently
unique identifiers such as a particular time period (date of service
is protected health information (PHI)), institution, practitioner
or limited geographic reach (a zip code is PHI). Therefore, reck-
less social media usage can blur professional boundaries, serve as
a conduit for displaying unprofessional behavior, contribute to
an irreversibly infamous online image, and subsequently lead to
fines, litigation, and imprisonment.'* According to the Depart-
ment of Health and Human Services, the majority of HIPAA and
state privacy violations from recent years have occurred from
employees mishandling protected health information, much of
which stems from inappropriate social sharing."”” The potential
consequences of unprofessional behavior on social media are
not insignificant. For example, disciplinary actions by the State
Medical Board, such as restriction, suspension, or revocation
of a medical license, have occurred for physician violations of
online professionalism in 56% of State Medical Boards in the
USA."® Also, 14% of the UK General Medical Council investiga-
tions regarding doctors’ social media usage between 2015-2017
resulted in their registrations being suspended or restricted.'”
The American Medical Association has provided official
guidelines for the ethical and appropriate use of social media:
(1) maintaining patient confidentiality, (2) being aware of
privacy settings on social media platforms, (3) adhering to
appropriate boundaries with patients, (4) providing accu-
rate and truthful information, (5) avoiding anonymity of the
content poster, and (6) the importance of maintaining sepa-
rate personal and professional profiles.”’ Also, other guide-
lines suggest minimizing online interactions with patients
and being familiar with hospital and institutional policies on
social media.” '* '* Furthermore, when posting details and
indications of specific procedures, one should encourage
their audience to seek professional consultations and provide
appropriate disclaimers that the provided information may
not directly apply to their needs or concerns.'”

HIPAA

The Privacy Rule of HIPAA summarizes national regula-
tions on the use and release of Protected Health Information
(PHI). This rule covers patient rights, safety, and disclo-
sures of certain personal information without patient autho-
rization. Box 1 lists the 18 categories that are considered
identifiable information according to HIPAA. All of these
identifiers must be removed from the media post to comply
with regulatory rules. Given the nature of social media posts,
special attention should be paid to the first two and last
three items on that list. There are currently no well-defined
rules regarding the release of any identifiable information
on social media if verbal agreement to share such informa-
tion was obtained from the patient, though written HIPAA
waivers are acceptable. Unlike medical charts or scientific
journals, social media platforms do not provide an oppor-
tunity for documentation of consent. Figure 1 provides

HIPAA Privacy Rule*

1. Patient name

2. Addresses (any subdivisions smaller than states such as

street, city, county, and zip code)

3. Dates (except years) directly related to an individual
(birthday, admission or discharge dates, death dates, and
exact ages of individuals older than 89 years of age

. Telephone number

. Fax number

. Email address

. Social Security number

. Medical record number
9. Health plan beneficiary number

10. Account number

11. Certificate and license number

12. Vehicle identifiers

13. Device identifiers and serial numbers

14. Website URL

15. IP address

16. Biometric identifiers (fingerprints, voiceprints, iris and retina

scans)

17. Photographs (face photos or other photos that could identify

the patient)

18. Any other characteristics that could identify the patient

0 ~NOUl A

*Beware embedded information—for example, date of post,
geolocation, background items in photos, all of which can lead to
personally identifying information about a patient.

HIPAA, Health Insurance Portability and Accountability Act.

examples of social media posts that comply with the HIPAA
Privacy Rule. Examples of common regulator violations are
also shown.

While most physicians know the need to exclude directly
identifiable PHI such as names or medical record numbers
from social media posts, the date of the encounter is prob-
ably more likely to be overlooked. Procedure or admis-
sion dates constitute PHI and may be used to identify an
individual patient in combination with other information.
Should cases be posted, the text should not identify a date
or time and must not allow for direct inference. Terms such
as ‘yesterday,’” ‘last night,” ‘this morning,” or ‘last week’
should be omitted. Similarly, images of the patient, radiolog-
ical studies, computer monitors, the patient’s room, or the
procedure room must not include PHI, or other individuals/
patients who have not consented to be photographed for the
post in the background. Careful inspection and editing of
all posted images are highly recommended to ensure that
images are devoid of any identifying features or descriptors,
and that no patient or employee rights are violated.

Issues relating to universities, hospitals, and other
institutions

Many universities and hospitals now establish designated
marketing departments that are responsible for the creation,
review, and approval of social media information repre-
sentative of the affiliated institution. In many hospitals
and institutions, employees (including treating physicians)
are not allowed to create social media profiles, webpages,
podcasts, or similar material that could be perceived as being
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Figure 1 Examples of social media posts with variable compliance of the Protected Health Information rule. These examples are based on real posts
found on social media and have been edited to protect the identity of the patients and physicians. The first post (left) provides a concise teaching
point without revealing any identifiable information. The post is in compliance with HIPAA guidelines. The second post (middle) is not in compliance
as it reveals the date of service (‘last night’ and ‘today’), both of which should be removed. While mention of the year on the two angiography
images is not a violation, labeling the initial image as 'baseline’ and the second as '5 years later’ is preferred. Additionally, using a patient age range
instead of the exact age is preferred to protect patient anonymity. In the third post (right), a photograph of the angiography suite includes monitors
showing cerebral angiographic runs with patient information. Zooming in on the photograph, the patient’s medical record number, age and date of
birth can be revealed. We have blocked these with red boxes. All potential identifiers need to be removed from the workstation screen before taking

a photograph. Alternatively, the photograph may be edited as in the shown image when posted. Finally, consent should be obtained from staff or
patients that appear in the images before posting. CCA, common carotid artery; DSA, digital subtraction angiography; ER, emergency room; HIPAA,

Health Insurance Portability and Accountability Act.

representative of the institution unless approved by the
marketing department.

If one wishes to express a personal opinion, including
discussing hospital or university-related matters, it should
be clearly stated that the post represents a personal opinion
rather than speaking on behalf of the employer or any of its
related businesses or organizations. Similar guidance applies
when expressing personal opinions that may be erroneously
perceived by the public as statements on behalf of profes-
sional medical societies. Some institutions encourage or may
require employees to provide a disclaimer stating that the
views expressed are personal opinions. Also, individual posts
should be carefully reviewed and must not disclose non-public
employer information. A post identifying its author as associ-
ated with a hospital or university may create perceptions not
consistent with its values or professional standards.'” Given
the ease of connecting medical providers with the institutions
at which they practice through online searches, social media
posts may be considered ‘co-branded’ by both the provider
posting on-line and the institution at which they practice.*
Thus, it is recommended that providers planning to establish
a social media presence that references their clinical practice
should discuss this effort with their institutions to ensure
compliance with local regulations. Institutions may also use
inappropriate social media posts as a basis for disciplining or
terminating employed physicians.

Consent for social media posts

A major potential issue surrounding the posting of patient
information on social media is that of consent. Here, we are
referring to consent that is typically required under state
privacy laws, as opposed to HIPAA. Peer-reviewed scien-
tific journals, which are predominantly viewed by members
of the medical community for educational purposes, often
have stringent requirements for patient information/image

publication. Such rules are intended to avoid liability under
state privacy laws and may have the additional beneficial
effect of protecting physician authors from violating HIPAA.
For instance, the New England Journal of Medicine requires
patient consent for ‘Images in Clinical Medicine’ that may
allow for patient identification. The Journal of the Amer-
ican Medical Association also requires written consent to
publish patient descriptions, photographs, or videos if the
patient can be identified. The Journal of Neurointerventional
Surgery, along with all BM]J publications, goes a step further
and requires written patient consent to publish patient infor-
mation in small case series, regardless of whether the infor-
mation could potentially identify a patient.

Social media posts, in contrast to journal submissions, have
the potential for much broader exposure to both medical and
non-medical audiences under auspices not related to educa-
tion. Given the widespread dissemination of online posts,
this audience may include the patient, their family members,
co-workers, and others with vested interests in identifying
vulnerable patients. Therefore, it is logical that the standards
for the lawful and ethical social media posting of patient
information or images should be even higher than for scien-
tific articles submitted to a peer-reviewed journal.

It is recommended that healthcare professionals obtain
informed consent and HIPAA authorizations from the patient
before posting case-specific information, images, or video
on social media. It would also be considered good practice
to report that patient consent/authorization was obtained
before posting. In instances where patients or their family
members ask that a post be withdrawn and deleted, their
wishes must be respected and the post should be removed.

There are additional ethical considerations in obtaining
consent from a patient or family to use patient-specific infor-
mation or medical images in social media platforms. If the
consent for social media is obtained simultaneously while
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obtaining consent for a proposed surgery, the potential issue
of coercion could arise. Even after providing both verbal
and written consent, the patient may not clearly understand
or appreciate its ramifications. Thus, providing an oppor-
tunity for the patient to review the potential content and
social media platforms before posting them online would be
prudent.'®

Medico-legal issues of social media ‘expert opinion’

As social media posts are available to the public, physicians have
an innate ethical responsibility not to mischaracterize or mislead
patients regarding acceptable standards of practice. For example,
in a study evaluating stroke thrombectomy cases posted on
Twitter by physicians, posted cases had higher reperfusion scores
and better outcomes than multiple randomized trials. None of
the 115 cases posted on social media reported complications,
post-procedure hemorrhages, or patient mortality.'"* Social
media serves as a potential advertising mechanism and may help
establish an individual or entity’s reputation in the commu-
nity. Therefore, most physicians are unlikely to post cases with
complications or poor clinical outcomes. Instead, they are prob-
ably much more likely to post successful, complex or technically
challenging procedures than routine surgeries. Therefore, social
media posts may potentially mischaracterize practice standards
to the public and could be interpreted as a source of ‘expert
opinion’ that may have medico-legal implications. Physicians or
their associates who elect to post clinical cases on social media
should be aware of the potential to mislead the general public
regarding acceptable clinical practices, outcomes, and treatments.
They should practice sound ethical judgment in tempering posts
that inappropriately argue against accepted practice guidelines
or evidence based standards. Posting misleading information
about a particular physician’s performance statistics might also
be used against the physician in a malpractice case. For example,
the posting could be construed as promising a certain outcome
that might not be fulfilled in a particular case. This could then be
used to show that the physician misrepresented their outcomes
and did not meet their own standard of care in a particular case.

Ethical conundrum of using social media in marketing

Social media can improve communication with patients and
physician peers, enhance professional networking and devel-
opment, and contribute to public health research and service.”'
On the other hand, various social media platforms have been
used for marketing or advertising to gain public and/or profes-
sional popularity. A hospital market research firm reported
that 57% of healthcare consumers indicated social media pres-
ence affected their decision for treatment location, and 81% of
healthcare consumers believed hospitals with an active online
presence were ‘cutting edge’.”> Also, 12.5% of surveyed health-
care organizations reported that they had successfully attracted
new patients through social media.”® Scientific journals are not
exempt from adopting social media to expand their online access
and popularity building.**

Ethical considerations of posting patient-related content
online are not only limited by ‘legal’ or regulatory statutes,
but by ‘professionalism’ which requires self-discipline and
fidelity."® % The American College of Physicians and the Feder-
ation of State Medical Boards stated that maintaining trust in
the profession and patient—physician relationship requires that
physicians consistently apply ethical principles for preserving the
relationship, confidentiality, privacy, and respect for persons to
online settings and communications.

‘Medutainment’ is a term that blends ‘medicine’, ‘education’
and ‘entertainment’,”” and is often used to increase personal or
institutional notoriety, to attract patients to a clinical practice, or
to promote a product."® Many neurointerventional cases have
a dramatic clinical story and sensational medical images. Thus,
posting neurointerventional cases on social media can easily be
manipulated for ‘medutainment’,”” and must be actively avoided.
In ‘cyberspace’ or ‘the cloud’, people say and do things that they
would not ordinarily say or do in the ‘real’ world or in person—
this is known as ‘online disinhibition’.”® Benign disinhibition
is represented as showing unusual acts of kindness and gener-
osity. However, toxic disinhibition may include rude language,
harsh criticism, anger, hatred, or threats. Neurointerventional
surgeons should be aware and abstain from online disinhibition,
especially toxic disinhibition when using social media platforms.
Care is warranted in responding to online negative reviews.
Similarly, it is important to consider state truth-in-advertising
laws: overstating credentials or expertise or defaming colleagues
or competitors through online criticism is not acceptable.

OPPORTUNITIES AND THE ROAD AHEAD

The adoption of social media in medicine falls almost expectedly
and stereotypically under the axiomatic assumption that new
things are inherently flawed. Similar to the almost ubiquitous
disclaimer found appended to most published conclusions that
individuals are better off with more data and further studies,
the current literature is replete with cautionary exhortations of
things to avoid.*” While perhaps not well studied, it is also abun-
dantly clear that these technologies play an emerging and, in
some instances, a dominant role as an information channel for
lifelong learning, peer and patient engagement, benchmarking
opinions, enhancing professional networking and communica-
tion, and as increasingly important research tools.*® *! External
factors such as the global pandemic have only appeared to accel-
erate these changes. Almost all medical students use social media,
implying that in a few years most practicing physicians will have
at least had significant exposure.*?

CONCLUSIONS

Neurointerventional surgeons should capitalize on the tremen-
dous potential that social media can provide for patient engage-
ment, education, practice development, professional networking
and collaborations. However, at the same time, he/she should
respect the traditional and professional principles of medical
ethics. The core value of the central principles of medical ethics
includes a dedication to providing competent medical care,
adhering to best practice guidelines, respect for human dignity,
honesty in all professional interactions, and respect for the rights
of patients, colleagues, and other health professionals.*

RECOMMENDATIONS

1. Be proactively transparent to stakeholders (employer, hos-
pital, colleagues, patients) about your intentions and ob-
tain necessary permissions before you initiate social media
interactions.

2. Recognize that in discussing professional matters on social
media, your reputation and that of your institution are di-
rectly or indirectly at risk.

3. Avoid obvious pitfalls (eg, HIPAA, PHI) such as time and cir-
cumstance leading to identifiable situations. Identify wheth-
er your local environment requires consent for posting non-
identifiable information.
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4. Consider potential unintended consequences of a post (eg,
patient/family or medico-legal risks).

5. Respect patient or family requests to remove or take down
posts.

6. Avoid conflicts of interest such as implied endorsement of
products or as a marketing tool, provide disclosures with
transparency.
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